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The Subcommittee on Health and Technology of the Committee on Small Business will meet for
a hearing titled, Protecting Small Businesses Against Emerging and Complex Cyber-Attacks.
The hearing is scheduled to begin at 10:00 a.m. on March 21, 2013 in Room 2360 of the
Rayburn House Office Building. The hearing will examine the increased volume and complexity
of cyber-attacks as they affect emerging technologies utilized by small businesses. As new
technologies are deployed, additional opportunities exist for cyber-criminals to attack firms and
steal their valuable information.

I. Background

The Internet has the potential to transform the way small businesses operate and compete in the
21st Century. Along with basic email services, advanced telecommunications technology
provides a number of tools to help small firms increase their productivity, efficiency, and overall
success. These include social media, mobile services, cloud data storage, and global video
conferencing. However, the movement of information from paper to electrons has attracted a
growing number of criminals aiming to steal sensitive and valuable information through attacks
on computer systems, called cyber-attacks.

Cyber-attacks are a major threat to both the United States’ national security and the economy.
The scope and capabilities of these attacks can vary immensely; they can range from an
individual hacker stealing financial information to foreign governments engaged in complex
cyber-espionage. The results of an attack can be catastrophic for small businesses owners, as
many are unable to recover from the loss of their intellectual property and resources. In addition,
small businesses generally have less capital to purchase computer security hardware and
software, fewer staff members to monitor their systems, and less time to develop cyber-security
policies.

The increase in cyber-criminal activity has spurred interest among policymakers to develop
legislation aimed at protecting the digital infrastructure and individuals’ information. This
hearing will provide Subcommittee members the opportunity to understand the rapid growth of



Internet technology available to small firms, and to examine the increased threat and complexity
of cyber-attacks on small businesses.

II. Growth of the Internet and Information Technology (IT)

Like a chain, the Internet is comprised of technology links that are dependent upon each other to
function. Components include, but are not limited to, the Internet service providers (ISP),
website or application hosts, data storage facilities, and the end users. Collectively, the hardware
and software that support these components are referred to as IT.

The development and adoption of these technologies and the Internet continue to grow at a rapid
pace. In arecent study, Cisco Systems stated that global Internet traffic has increased eightfold
over the past five years, and will grow at a compound annual growth rate of 29 percent from
2011 to 2016."

The Internet is also of growing importance for small businesses. In the United States, the
Federal Communication Commission (FCC) estimates that 97 percent of small businesses use
email and online services, and 74 percent have a company website.”> The Internet provides the
opportunity for small businesses to utilize a variety of tools to increase productivity, reduce
costs, increase sales, and increase their overall efficiency.

One of the most important tools the Internet offers to businesses is the ability to access the global
electronic marketplace. According to the latest data, electronic commerce in the United States,
also known as online sales, reached $169 billion in 2010, which represents a nearly 3500 percent
increase from $4.9 billion registered in 1998.> The Internet also has generated an
entrepreneurship boom of businesses developing innovative technologies and new capabilities,
such as cloud computing and mobile applications.

Cloud Computing

The term “cloud computing” is defined by the National Institute of Standards and Technology
(NIST) as a model for enabling ubiquitous, convenient, on-demand access to a shared pool of
configurable computing resources (including networks, servers, storage, applications, and
services) that can be rapidly released with minimal effort or interaction from the service
provider.* For small businesses, cloud computing provides an opportunity to shift many of their
information technology services (such as data storage, software, and security) to a cloud
provider, instead of purchasing and managing the necessary IT on-site. This could result in
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substantial savings for small businesses.” However, the centralization of sensitive information to
cloud computing data warehouses has made them a growing target for cyber-attacks.

Mobile Applications

The rapid growth of wireless smartphones and tablets has led to the innovation of mobile
software applications. Mobile applications allow businesses and consumers to share information
and communicate by a touch of a button on their mobile device. Smart phone and tablet
manufacturers have reported that there are over 700,000 different applications available to be
downloaded on their devices.® There are a variety of mobile applications that increase
productivity and efficiency of small businesses, including mobile banking and social media.’
This new development could be another avenue for potential cyber-hackers to steal information.®

Given the evident benefits, it is not surprising that small businesses have reported the Internet to
be an essential component for their continued growth and success.” However, the continued
movement of information and commerce to the Internet has attracted a growing number of cyber-
attacks. Moreover, these cyber-thieves are also utilizing new technology to develop more
sophisticated attacks on small businesses.

III. Increased Threat of Cyber-Attacks

Targeted cyber-attacks are steadily increasing in the United States. As a global leader in
producing intellectual property, America’s private and public institutions will continue to be
primary targets for cyber-criminals. The Internet Crime Complaint Center within the United
States Department of Justice recorded 314,246 cyber-security related complaints in 201 1."° This
is an increase of over 1700 percent from the year 2000 (16,838 reported complaints).'' Some of
the key targets include the nation’s critical infrastructure,'” federal and state governments, and
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private businesses. According to Symantec, 18 percent of all targeted cyber-attacks were
directed to small businesses with less than 250 employees."?

The methods to steal information vary in scope and sophistication. The most common forms of
attacks include hacking,'* malware,' physical error, and lost or stolen devices.'® The expansion
of global communications technology, such as the Internet, allows criminals to conduct these
attacks from nearly anywhere in the world. Moreover, many foreign nations are responsible for
direct cyber-attacks on the United States in an effort to gain intellectual property and economic
information. The Office of the National Counter Intelligence Executive released a report on
October 11, 2011 stating that tens of billions of dollars in trade secrets, intellectual property, and
technology are being stolen each year from computer systems in the federal government,
corporations and academic institutions. They identified China and Russia as the two largest
participants in cyber-espionage.'’

IV.Key Issues and Best Practices for Small Businesses

Small businesses generally have fewer resources available to combat security threats, which
make them an easy target for cyber-criminals. In a recent survey, 77 percent of small businesses
believe their company is safe from a cyber-attack; however the vast majority (87 percent) do not
have a formal written security policy in place, and 60 percent surveyed do not have a privacy
policy in place to protect company information.'® To help small businesses be better prepared,
the FCC launched the Small Biz Cyber Planner - an online tool to help small businesses create a
customized plan guide against cyber-threats. '

Even one cyber-attack could be disastrous for a small business. In 2010, the average annual cost
of cyber-attacks to small and medium-sized businesses was $188,242.2° Some statistics show
that nearly 60 percent of small businesses will close within six months after a cyber-attack.!

V. Federal Government’s Efforts to Prevent Cyber-Attacks and Protect IT

Since President Clinton’s 1998 directive (PDD-63),% the federal government has taken an
increasingly active role in protecting critical infrastructure and preventing cyber-attacks. The
most recent efforts are encapsulated in the Department of Homeland Security’s (DHS) National
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Infrastructure Protection Plan (N IPP).23 In addition to the NIPP, other divisions within DHS,
particularly the Office of Cybersecurity and Communications (CSC)* and the United States
Computer Emergency Readiness Team?” are tasked with protecting the nation’s IT and
coordinating these efforts with states, local governments, and private entities.

On February 12, 2013, President Obama issued an Executive Order aimed at improving the
critical infrastructure’s security against possible cyber-attacks.?® The order establishes the
Department of Homeland Security as having a lead role in cyber-security®” and encoura%es the
federal government to increase their information sharing with the private-sector entities. % The
order also directs NIST to develop the framework to reduce cyber-risks to the critical
infrastructure, including working with the private sector to develop industry standards and best
practices.”

VI. Policy Initiatives for the 113" Congress

There is a strong bipartisan commitment from both chambers of Congress and the President to
update certain domestic laws related to cyber-security. Recent legislative proposals have
addressed data security, stronger federal agency coordination, reporting requirements, increased
law enforcement and workforce, and education outreach. The most controversial issues involve
the appropriate role of the federal government in working with private industry to protect critical
infrastructure.

On February 13, House Intelligence Committee Chairman Mike Rogers and Ranking Member
C.A. Dutch Ruppersberger introduced H.R. 624, the Cyber Intelligence and Sharing Protection
Act®® This legislation would allow the federal government to provide classified cyber-threat
information to the private sector to better protect against a possible cyber-attack.® The
legislation also provides liability protection against companies acting in good faith to protect
their network.*

On February 15, Homeland Security Committee Chairman Michael McCaul introduced H.R.
765, the Cybersecurity Enhancement Act of 2013. This legislation seeks to improve agency
coordination and cooperation regarding cyber-security research and developments.*> The bill
also aims to increase the education, public awareness, and workforce around cyber-threats by
coordinating with universities and other public-private organizations.>*
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VII. Conclusion

The Internet and new technology are a key component for small businesses to compete in the 21
Century. However, the movement of information and commerce to the Internet has provided a
new opportunity for cyber-criminals aiming to steal sensitive and valuable information from
small businesses. Unlike large corporations, small businesses do not have the resources and
capabilities to combat sophisticated cyber-attacks. Legislation in this area then must strike a
balance between the imposition of overly onerous burdens on small business and the need to
protect America’s IT.



