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On Wednesday, October 7, 2015 at 11:00 a.m. in Room 2360 of the Rayburn House Office Building, the
Committee on Small Business will hold a hearing to examine the implications of the Europay,
MasterCard, Visa (EMV) chip deadline for small businesses and the efforts that are being made to ensure
America’s small businesses are in compliance with the requirement of these credit card processors.
Financial service providers mandated an October 1, 2015 deadline for customers to shift point-of-sale
(POS) terminals to an EMV chip system. The upgraded technology is designed to enhance protection
against cybercrime and fraud. However, many small businesses are unprepared for this new technology.
These businesses will not only be more vulnerable to cyber threats, but they also will be held liable for
certain incidents of fraud. A July 2015 study observed that less than 49 percent of small businesses are
aware of the October 1 date and liability shift."

I. Background

In the early 1990s, financial institutions believed chip-based payment systems and international standards
for electronic payments were essential to ensure global interoperability of credit card-based transactions.
In 1994, Europay, MasterCard, and Visa joined together to create EMV. EMV is the trademark owned by
all of the equity owners of EMVCo: American Express, Japan Credit Bureau (JCB), Discover,
MasterCard, UnionPay, and Visa.> However, EMV also refers to the various forms of electronic
payments that are administered by EMVCo.” EMVCo states that “as the industry has evolved, additional
EMYV Specifications have been written to advance new payments initiatives” and EMV now includes
several other transaction types as well.*

EMYV cards contain a microchip inside which is designed to protect cardholders from cyber theft during
transactions. All United States credit cards currently store the card number on a magnetic stripe on the
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back side of the card. When a cardholder swipes the card at a checkout terminal, the computer verifies
the card information from the magnetic stripe and authorizes the transaction with the retailer. However,
the information transmitted via the stripe is a static number,” meaning cybercriminals only have to acquire
the credit card number from the terminal or database once to carry out transactions at other retailers.

The EMV standard for credit cards requires the use of a microprocessor chip so that the card generates a
unique code for every transaction which renders the card useless if a criminal has stolen the card number
from a retailer because the chip number is only good once.®* EMV chip technology has been standardized
throughout much of the world. In the fourth quarter of 2014, nearly 1.8 billion chip cards had been
deployed outside of the United States and less than 10 percent deployed in the United States.” In the same
year, more than 96 percent of transactions in the European Union (EU) were made with EMV chip cards.®
Additionally, the EMV system in the EU uses chip-and-pin rather than chip-and-signature’ — opponents of
the new EMV technology shift state, “while chip cards are difficult to counterfeit ... a PIN provides
another layer of security that shouldn’t be tossed aside.”'°

II. Migration to EMV

There have been several issues prompting the adoption of EMV chip cards in the United States. Data
breaches are increasingly disconcerting for both financial service providers and merchants. Current data

suggests that there has been a noticeable increase in the number of security breaches between 2012 and
2013."

The cyber breaches associated with credit cards increased to $5.3 billion in 2012 — up nearly 15 percent
from the previous year — created an incentive to find a more secure technology.'? This represented a
growing trend in which the Federal Reserve Bank of Atlanta found that incidents of fraud involving
United States credit cards rose 70 percent between 2004 and 2010" and all parties involved in the
transaction were affected negatively.'* A number of high profile data breaches have been widely covered
in the media which has contributed to consumer weariness and caused retailers to take significant
financial losses. For example, the New York Times reported that “Target’s data breach shook customer
confidence in the retailer at a critical time, and executives have said it had a noticeable effect on the
bottom line.”"

® A static credit card number is one in which the numbers and pattern is the same for every transaction.
® http://consumerist.com/2015/08/06/most-small-business-owners-arent-ready-for-chip-and-pin-credit-cards/.
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II1. Adoption of EMYV — Barriers in the United States

EMYV technology and its use around the world has shown to be effective in reducing credit card fraud. As
a result, credit card issuers in the United States established an October 1, 2015 deadline for retailers and
others to have EMV technology for credit card transactions. For those businesses that have not adopted
the technology, the liability for fraud will shift from banks to merchants. Despite the deadline, adoption
of EMV chip technology has been slow to catch on in the United States. A July 2015 survey of small
businesses observed that 34 percent of small businesses intend to upgrade their credit card processing
system to begin accepting EMV credit cards at some point in the future, but not until after October 1,
2015.'° Additionally, another report claims that 7 percent of small businesses are not even aware of the
October EMV liability shift.'"” However, financial service providers claim to be making sincere efforts to
prepare merchants for the liability shift. For example, the electronic transaction startup, Square Inc., has
been offering merchants a chip-card reader at no charge.'

Industry experts note that the United States market poses challenges that make the shift to EMV more
cumbersome than it has been for other countries. For example, former Governor Tim Pawlenty said in a
recent Committee on Financial Services hearing that “most other EMV markets do not have 14,000
financial institutions and tens of millions of merchants that need to move in relative unison to implement
EMV ... the magnitude of the change is different in the United States and that change requires a
significant overhaul of current systems.”"

Additionally, opponents of the financial services firms’ EMV deadline argue that the high cost of
implementation of EMV is a deterrent to embracing the new system. Many industry observers agree that
the new technology will cost merchants $4.5 billion.”® Experts estimate that the cost for an individual
retailer could be as high as $600 per payment terminal;”’ however, companies like Square could offer card
readers that reduce the cost per terminal to less than $100.

Another hurdle to the implementation of EMV technology has been the retail community’s reluctance to
switch. A major point of contention between the retail community and financial service providers is the
card issuing firms’ decision not to issue chip-and-pin cards.” Notably, in June 2015, Governor Jerome
Powell of the Federal Reserve suggested that PINs offer a strong level of protection and that “the
deployment of EMV chip cards in the United States represents an important step forward. But we should
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not stop there.”™ There is agreement among some industry analysts that EMV technology may not
strengthen a merchant’s security and general reluctance by retailers to switch indicates widespread
adoption of EMV in the United States may not occur until 2020.* Data security analysts also observe
that chip-and-pin enabled terminals, alone, would not have prevented cyber criminals from obtaining
customers’ card information during the December 2013 Target breach and that end-to-end encryption of
card data is necessary to prevent online transactions with the stolen data.*®

Furthermore, there is anxiety over the potential impact that EMV technology will have on business to
consumer interactions.”’ Industry experts in favor of EMV concede that the transaction time may increase
by several seconds®® which can be problematic for small businesses that conduct a high volume of
transactions. On the other hand, not all small businesses will be liable for counterfeit credit card
transactions because card issuers do not always pass on liability for “high-volume, low risk transactions
where merchants aim to keep lines moving, such as fast food and cups of coffee.””

IV. Small Business and EMV

Surveys suggest that small businesses are the least prepared for the EMV migration. In July 2015, Wells
Fargo found that of the 35 percent of small businesses that accept point-of-sale (POS) credit card
payments, only about one-third of them had a system capable of accepting chip enabled cards.*® In the
same survey, nearly half of the businesses stated that they do not want to pay for the EMV terminal.*!

Opponents of the EMV migration note that small businesses also will face heavier burdens in
implementing the new technology. For example, merchants may have missed the deadline because their
technology vendors offer services that are no longer in compliance with the new system.” There also is a
concern that small businesses that have the new hardware installed may be slow to receive certification®
due to cg}‘tiﬁcation providers being inundated with last-minute requests — a process that could take several
months.

* The Puzzle of Payments Security: Fitting the Pieces Together to Protect the Retail Payments System, Federal
Reserve Bank of Kansas City Conference, Kansas City, MO (2015) (statement of Governor Jerome H. Powell,
Federal Reserve), available at http://www.federalreserve.gov/newsevents/speech/powell20150625a.htm.
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Small businesses continue to be at risk of cyber attacks and data theft. Small businesses generally have
fewer resources available to combat security threats, which make them an easy target for cyber criminals.
In a recent survey, 77 percent of small businesses believe their company is safe from a cyber attack;
however, 87 percent, the vast majority, do not have a formal written security policy in place, and 60
percent surveyed do not have a privacy policy in place to protect company information.*

V. Policy Issues Concerning Implementation of EMV

The issues that pose the most serious hurdles to EMV migration have been addressed primarily through
industry negotiation, although some challenges remain. Fraud reduction is the paramount issue regarding
implementation of EMV technology. Policymakers face obstacles in assessing how effective the shift to
EMV will be because there are insufficient recorded metrics for EMV signature verification in the United
States market — as mentioned previously, the existing use of EMV technology, in markets like the EU,
employs chip-and-pin verification, not chip-and-signature verification.

VI. Conclusion

The implementation of EMV chip technology offers small businesses some level of protection from
fraudulent activity and data theft. Small businesses that fail to adopt the new payment system may put
themselves at even greater risk “as fraud will migrate to the weakest technology (magnetic stripe).”®
However, many small businesses are generally unaware of the October 1, 2015 EMV deadline or the
implications of the resulting liability shift and small businesses often do not have the resources that large
merchants employ to convert to the new system. Strong outreach and awareness raising efforts are the
first steps to ensuring small businesses are able to adopt EMV technology. However, industry analysts
have reported that the technology shift is not a silver bullet; fraudulent charges with counterfeit cards at
the POS fell by 56 percent after chip-enabled cards were introduced in the United Kingdom, while online
fraud increased by 64 percent.’’

* NATIONAL CYBER SECURITY ALLIANCE/SYMANTEC, SMALL BUSINESS STUDY 4 (2012), available at
http://www.staysafeonline.org/stay-safe-online/resources/.
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